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Security Intelligence Lab

Professor

Project

2003-2017 2= QE| L 2 (KISA) R&DE Y
2019~2017 OFZ ISt 7 #HE| 25t} Ph.D
2004-2008  TM|CH=FAL 7| S51 Master
1996~2003 POSTECH 7 HE| 28t} 2022.4~2022.12,  URA|A] %2 Al2E Y HEYI O1WWSY YA| = i (ADD. 2£0f)

Kinjecs0@gmail.com
SM{CEEL 13512 5135, 4215 (ab)

Main research

Detection

Graph based Network attack detection

2]

= = (B

Unknown Endpoint XAl technique

Threat (

2024.7~2026.11 Y £ 2 0| 43 Y| Y 52 AT XAIZ|¢ HLKISTI)

OIEH;S_I (Taejm Lee) 20234202712 ICTSE 2 Au| ~/21Z240] 05 3f AJO|S{SIH0] Chat U =5| e7|sk werming 71 T

(TP, KISTUETRUKAIST/ 7.2{ /A1 T/ /4| 00| £ R17])

28 AL FOF : XAl, Graph Al and Security 2022.4-202512,  AOJSI27) S 2 $I3H Life-cyde 7|5t B2IE ALY 3 U4 7|4 7 (TP,
KISA/eHILE 2| F2E])
2017-  SAOED WRE DA Has 20247-202411,  FPREEI|T U VUK 7|E A7 (FIYSTY OFEY)

2024.5-2024.10, K-RMF SQHEHaHS TS5 917 (43 AL OF20H)

2021.10~20235, sHEF JUENY EF % LI HH|2 A5 Y L HL(UIYHUSY. W)

2022.4~2022.10,  AOfA| A% 2417 = 04342 HjojE| £47|& AL (NSR)

Explainable

(i

o)
Al Model Reference based Robust Al Model False alarm

ypted traffic) attack Detection Evaluation Drift detection i and i Detection

Explainable with LLM

Al icti and Di

@9
\y 5

Insights through LLM Prompting

paper awards

* -Lim, Suengbum, et al. "Shapelet-based Fault Sensor Detection and Human-centered Explanations in ICS.” IEEE Access (2023.12). o O|F%. 0419, TAFGI O[E]R, 3H13) 1 W ats| 5P at 0] 3] 2024, S 4 =241(2024.6)

= - Lee, Hyun-Woo, et al. "Al Decision Support for Cybersecurity.” IEEE Access (2023.12). . O|Z%. SEj§. Ba| 2 O|EJZI, 523 ¥ 4| 2 ats| ACK 2023, S 4 = S244(2023.9)

* -Y.Lee, etal. "XAl-based Model Drift Detecnon in Unsupervised Environments." Computers, Materials & Continua 76.2 (2023.8): 1701-1719.  » O[efal, S jafil 9~ P BAHFELEON, ZA (| B4 (2023.9)

 -E.Lee,etal." Attack for AL" Computer Systems Science and Engineering 47.2 (2023.7): 1919-1935. « O[S O[H. HA| L. O[EfZI, Sr27 1w & ats| aHa0|s| M| B4 (2023.9)

= - J.Kim, et al. "Hybrid Feature Dropout-t based Explanation and Evaluation." Computer Systems Science and Engineering 47.1 (2023.6):. - oL, 2 HAIR, SW 't Z210)5| (471 H) 2023 $H2QIE| AR SR AN AY) 4442023.8)
= - Yoo, Sunmo, et al. "Ordinal Scale Cl for Cyber Threat » 12.11 (2023.5): 2474. - |L.|_, 2023 Al - SW nixgg»gq :HAM 3| Q 4= A £4H2023.7)

« -Lee, E., et al. "XAl-based Automatic False Alarm Detection." Appl. Sci. 12 (2022): 6761. . B, 41, o2z, olehy, SR emAnE st e e B A A AH2

« -Lee, Y, etal. "Human-Centered Intrusion Detection Explanations.” Electronics 11.13 (2022): 2082 5 47| o 73t O S O] FjRl, 5= = & 5t 3, 77| A BA A44(2023.6) - news
= -Jin-gang Kim, et al. "lllegal Content Detection and Attacker Profiling." KSI Transactions 16.8 (2022): 2115-2130. « O[Ef2l, Sha oty 2 IAH O A 3| AH) £4H(2023.4) - news

= - Chanwoong Hwang, et al. "E-SFD: Explainable Sensor Fault Detection in ICS." IEEE Access (2021.10). « 0 Lﬂ. SACfEHE UHIHEHR 2 QA EQU =D A A4H2023.2)

= -Kim, Hongbi, et al. "Valuable Data Detection via Al Reliability.” [EEE Access (2021.7). = ZIZ12) Q1AW 0|02 SIEF, AO|H| MOt Al+Securily 4 =8 2 R21(2022) 9 44 M,»(zozz 12) link
« - Hwang, Chanwoong, et al. "Unknown Attack Detection in EDR Systems.” KSII Transactions 14.12 (2020). . 77z QA ojojS ) SHYF, Afo|t] 2ok Al O] Ef 21Z](2022). 2| Q44 £4H(2022.12) -

= -Hwang, C., et al. "Effective DGA-Domain Detection with TextCNN and Additional Features.” Electronics 9 (2020): 1070. = SIEfFI, O] 2, O|Ef2I, SHAA| E30| &3] Q4 =24 4£44(2022.11)

= -Kim, S, et al. "Anomaly-Based Unknown Intrusion Detection in Endpoint Environments.” Electronics 9 (2020): 1022.

= -Hwang, C,, et al. "Platform-Independent Malware Analysis for Windows and Linux." Electronics 9 (2020): 793.
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FHEN wariaz
Human-in-the-loop in Al
12lilliput@gmail.com

e
Neodj, XAl
dusngkr@naver.com

- Park, Leo Hyun, et al. "Intrafamily Clustering for Packed Malware Version Identification.” IEEE Systems Journal (2020.1).

LAB member

= e

Sk AFHY

TIPS
Human-in-the-loop in Al
distnr5621@naver.com

iyl

Human-in-the-loop in Al

Hwangsangyeon1941
@gmail.com

Mea Py
Mitre/intelligence, LLM Mitre/intelligence, LLM
1052da@naver.com dbs1339@naver.com
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Graph Al, RMF

0110jhr@gmail.com jylee0741@gmail.com
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Graph Al. RMF LLM
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ICoN Lab &1 2 &

Intelligent Computing and Networking Lab
TO 28/XI&A 712t : 2024.11.12 ~2024.12.12
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- ARE 2IH4l
- VNDN X233 - HIEYZ, Al loT, &/
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- SN QA b P /ML e} TS EHY - 8= 4" 4155
- HEWER 3.5 0] - 0|H|: hklim@hoseo.edu
- TZHE A7 7 2H0] 7Hs St rooky13@hanmail.net
- Office: 041-540-5942
- homepage:
https://sites.google.com/view7hklifn,
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